AN IMAGE FORMING APPARATUS ADMINISTRATION SYSTEM 

BACKGROUND OF THE INVENTION 

The present invention relates to the administration 
technique capable of administering a device to be 
administered via the Network. 

An example of such an art is found in the prior art for 
remote monitoring of an image forming apparatus including a 
copier as a device to be administered. To put it more 
specifically, a copier and an administration center are 
connected by a wired or wireless public line. If a trouble 
has occurred to a copier, it is reported to the 
administration center from said copier. 

Said art allows the administration center to keep track 
of the status of the copier at all times without the user 
having to reporting the trouble of a copier to the 



administration center. This makes it possible to take a 
quick action in response to the trouble. 

In this connection, it would be a great benefit if 
intensive administration of many copiers can be provided at 
the administration center. In such a case, if remote 
rewriting of configuration settings of the copier or 
execution program, for example, is possible, then maintenance 
time and expenses will be cut down accordingly. However, the 
amount of information to be conveyed is limited according to 
the prior art. Hence, if said intensive administration is to 
be realized, an information transmission means capable of 
carrying a great amount of information is indispensable. In 
response to this demand, there has been a rapid growth of 
networks such as the Internet in recent years. This allows 
simultaneous multiple access by packet communications and 
provides economic advantages as well. To ensure an intensive 
administration of a great many copiers, use of such a network 
is preferred. 

However, in order to ensure communications security, 
many of general business corporations configure the firewall 
server between the intra -company LAN and out -company Internet 
as a user network in an effort to protect themselves against 
illegal access from outside. In such cases, the 
administration center cannot access the in-house copier to 
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read information therefrom (for administration of the copier 
status) . 

To resolve this problem, it is theoretically possible 
to change the setting of the firewall server and to permit 
access only from the administration center. However, it is 
impossible in practice to change the firewall server setting 
only for copier maintenance due to the security and related 

.J iHt 

; s si 1 

\f problems. However, many users do not prefer this idea 

because security by firewall server will be undermined if 
^ access from the administration center is permitted. 

is 

SUMMARY OF THE INVENTION 

The present invention has been developed to resolve 
l'J s these problems. It is intended to provide an administration 

system and administration method which keep track of the 
status of the device to be administered by utilizing the 
network including the Internet, independently of the presence 
or absence of firewall server. 

This objective is achieved by an image forming 
apparatus administration system, including: an image forming 
apparatus, located in the first local network and connected 
to the Internet through the first firewall server of the 
first local network; an administration computer, located in 
the second local network and connected to the Internet 
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through the second firewall server of the second local 
network; a relaying server, located outside the first local 
network and the second local network, connected to the 
Internet and including a relaying storage; in which the 
administration computer at least transmits first passing 
information for administrating the image forming apparatus by 
accessing the relaying server or receives second passing 
information, corresponding a state of the image forming 
apparatus and stored in the relaying storage of the relaying 
server; and the image forming apparatus executes an access to 
the relaying server at a predetermined timing so as to obtain 
the first passing information, stored in the relaying 
storage, or to transmit the second passing information. 



BRIEF DESCRIPTION OP THE DRAWINGS 

Fig. 1 is a drawing representing the administration 
system according to the present embodiment. 

Fig. 2 is a ladder diagram representing data 
transmission between image forming apparatus 11 and host 
computer 21* 

Fig. 3 is a drawing representing an example of inherent 

data. 

Fig. 4 is a ladder diagram representing exchange of 
data between image forming apparatus 11 and host computer 21. 



Fig. 5 is a ladder diagram representing exchange of 
data between image forming apparatus 11 and host computer 21* 

Fig. 6 is a ladder diagram representing exchange of 
data between image forming apparatus 11 and host computer 21. 

Fig. 7 is a drawing illustrating another example of an 
administration system including the hierarchically 
constituted server group. 

Fig. 8 is a ladder diagram representing exchange of 
data between image forming apparatus 11 and host computer 21. 

Fig. 9 is a drawing showing an example of the job list. 

DETAILED DESCRIPTION OF THE INVENTION 

The following provides a detailed description of the 
embodiments of the present invention with reference to 
drawings : 

Fig. 1 is a drawing representing the administration 
system according to the present embodiment; 

In Fig. 1, an image forming apparatus 11 as device to 
be administered including a copier and printer connected to 
the user Intranet Nu configured in the company of a user is 
linked to the Internet N outside the company via a proxy 
server 12 equipped with firewall server function, on the one 
hand. On the other hand, a host computer 21 connected to the 
service company Intranet Ns configured in the service company 



is linked to the Internet N outside the company via a proxy 
server 22 equipped with firewall server function. 
Furthermore, a relaying server 31 having a storage means 
(also called a relaying storage) including a mass storage 
hard disk is connected to the Internet N in the similar 
manner. Namely, said image forming apparatus 11 is connected 
to the user Intranet Nu as a user network different from the 
Internet N, and is connected to the Internet N via the proxy 
server 12 as a user firewall server connected to said user 
network to restrict the passing information. The relaying 
server 31 is connected to the Internet N outside the user 
firewall server, as viewed from the user network. 

The host computer 21 is connected to the Internet N via 
the proxy server 22 as a user firewall server which is 
connected to the Intranet Ns of the service company as a 
service network different the Internet N and which restricts 
the passing information. The relaying server 31 is located 
outside the user firewall server as viewed from the user 
network and also outside the service firewall server as 
viewed form the service network, and is connected to the 
Internet N. 

The image forming apparatus 11 forming an image on the 
recording medium constitutes a device to be administered. It 
contains (1) a storage under administration such as a memory 
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storing the programs and data, a flash ROM and a hard disk, 
(2) a detecting means of detecting a trouble such as a 
sensor, and (3) a decision-making means such as CPU. Said 
apparatus is controlled according to the program or data 
retained in the storage to be administered. The host 
computer 21 constitutes an administration apparatus capable 
of providing job information. Job information for the 
embodiment to be described later includes the update 
information for updating and rewriting of the program stored 
in the storage to be administered of the image forming 
apparatus 11 or for rewriting of said data into updated data. 
Based on the obtained update information, the image forming 
apparatus 11 can rewrite said program or data stored in the 
storage to be administered into the updated program or data. 
Furthermore, the image forming apparatus 11 can also download 
the update program or data based on the obtained update 
information and can rewrite the program or data stored in the 
storage to be administered into the updated program or data. 
While the image forming apparatus 11 is rewritten into the 
updated program or data (or during transmission of the second 
transmitted information to be described later) , part of the 
function thereof cannot utilized sufficiently. So it is 
preferred to suspend access of the relaying server 31. 
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The updated program hereunder refers to the upgraded 
program where bugs of the original program are removed. The 
updated data refers to the default value to determine image 
density. To put it more specifically, it includes inherent 
data shown in Fig. 3. The following describes the case where 
the image forming apparatus 11 is connected to the Internet N 
via the user Intranet Ns and proxy server 12. However, it is 
also applicable to the image forming apparatus 11 connected 
to the Internet N via a modem connected to the public line 
(telephone line) for conversion between the digital signal 
and analog signal and a provider connected to the Internet N 
via the public line PN. Furthermore, the configuration is 
preferred to be structured to permit direct exchange of 
information (by public line) with the image forming apparatus 
11 equipped with a modem connected to the public line PN for 
conversion between digital signals and analog signals (image 
forming apparatus not connected to the Internet N) so that 
that the relaying server 31 can provide services also to said 
image forming apparatus 11. 

The host computer 21 of the service company reads 
information from the image forming apparatus 11 to be kept 
informed of a trouble or the time for maintenance. However, 
since proxy servers 12 and 22 has a firewall server function, 
it is difficult to access the image forming apparatus 11 or 



host computer 21 from the outside (from the Internet) to read 
the data for the reason of security. To solve this problem, 
a relaying server 31 is provided in the administration system 
of this embodiment, thereby allowing data exchange between 
the image forming apparatus 11 and host computer 21. 

Namely, proxy servers 12 and 22 often authorize the 
Intranet Nu and Ns to send or download data. This property 
is used as follows: When the host computer 21 is to get the 
inherent data shown in Fig. 3 from the image forming 
apparatus 11, for example, the host computer 21 sends to the 
relaying server 31 the job information (1st transmitted 
information) on the intention to get data from the image 
forming apparatus 11, and the information is stored there. 
When the image forming apparatus 11 accesses the relaying 
server 31, it reads the job information (1st transmitted 
information) on the intention of the host computer 21 to get 
data from the image forming apparatus 11, if such information 
is stored in memory. Then it sends inherent data (2nd 
transmitted information) and stores it into the relaying 
server 31. Furthermore , when the host computer 21 accesses 
the relaying server 31, it can read the inherent data (2nd 
transmitted information and device data information) 
transmitted from the image forming apparatus 11 if it is 
stored in the memory. 



Namely, such a job information becomes transmission 
command information to be used when the image forming 
apparatus 11 sends 2nd transmitted information (inherent 
data) to the relaying server 31. The image forming apparatus 
11 can send the 2nd transmitted information to the relaying 
server 31 based on transmission command information in the 
obtained 1st transmitted information. The relaying storage 
of the relaying server 31 is preferred to memorize multiple 
pieces of the first transmitted information. 

As described above, data transmission is enabled 
without the image forming apparatus 11 and host computer 21 
making a direct access. This makes it possible for the host 
computer 21 to provide appropriate monitoring of the image 
forming apparatus 11, independently of the presence or 
absence of firewall server. Fig. 3 shows an example of the 
2nd transmitted information. At least one piece of the 
following usage history information can be cited as an 
example ; 

(1) image formation count (total count in Fig. 3), 

(2) the usage count of at least one component 
(photosensitive drum, etc.) constituting the image forming 
apparatus 11 (drum count, optional replacement parts count, 
regular replacement parts count, etc.), 



(3) image formation count for each size of the recording 
medium (count by the size of paper (recording medium)), 

(4) image -formed recording medium count (recording medium 
count) , and 

(5) image formation count for each function (mode) owned by 
the image forming apparatus 11 (count for each user usage 
mode, copy, printer, fax, count for each scanner, etc.). The 
2nd information can be emergency information based on the 
errors having occurred in the image forming apparatus 11 

(emergency/ regular call information in Fig. 3) and error 
information (JAM/SC information) . 

Namely, when an error has been detected by the 
detecting means in the image forming apparatus 11 and 
decision-making means has determined that an error detected 
by said detecting means requires urgent attention, it sends 
emergency information to the relaying server 31. Such an 
emergency information is read by the host computer 21 having 
accessed the relaying server 31. This allows the service 
company to be notified of an error having occurred to the 
image forming apparatus 11. Such operations will be 
described later with reference to Fig. 5. 

Furthermore, the image forming apparatus 11 is 
administered by the host computer 21 connected to the 
Internet N, and has a relaying storage to memorize the first 
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transmitted information to be transmitted to the image 
forming apparatus 11 by the host computer 21. Further, it 
accesses the relaying server 31 connected to the Internet N 
via the Internet N to obtain the first transmitted 
information memorized in the relaying storage. At the same 
time, it utilizes the obtained first transmitted information 
to update the program and data. So control operation can be 
changed based on it. Namely, the control operation of the 
image forming apparatus 11 be changed from the place away 
from the image forming apparatus 11 (e.g. service company) . 
This is a great advantage. 

Transmitted information can be identified by attaching 
the object device ID information (a serial number, to put it 
specifically) unique to the image forming apparatus 11 and 
host computer 21, despite the presence of multiple image 
forming apparatuses 11 and host computers 21 with a single 
relaying server 31. This allows exchange of transmission 
between a specific image forming apparatus 11 and specific 
host computer 21. 

The Object device ID information specifying the image 
forming apparatus 11 at the destination of transmission is 
included in the first transmitted information. This allows 
the image forming apparatus 11 to access the relaying server 
31 to determine if the first transmitted information should 



be obtained or not, based on the Object device ID 
information. If it has determined that said information 
should be obtained, the first transmitted information 
memorized in the relaying storage of the relaying server 31 
is obtained. 

Furthermore, the host computer 21 having sent the first 
transmitted information or the image forming apparatus 11 
having sent the second transmitted information accesses the 
relaying server 31 in order to make sure if the first or 
second transmitted information is correctly received by the 
relaying server 31 or not after transmission. Then it can 
make sure of correct transmission of information. This is a 
great advantage . 

In such a case, the host computer 21 having sent the 
first transmitted information or the host computer 11 having 
sent the second transmitted information accesses the relaying 
server 31, and makes sure if the first or second transmitted 
information is correctly received by the relaying server 31 
or not. If it is not correctly received, it sends the first 
or second transmitted information again, thereby ensuring 
more reliable exchange of information. 

The host computer 21 or image forming apparatus 11 
accesses the relaying server 31 at one or more of the timing 
conditions; at specified time intervals, at a specified time 
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of the day, at a specified timing or at a timing which meets 
the specified conditions. "Specified time" refers to the 
predetermined time, for example, time of the day, day of the 
week, and day of the month. "Specified timing" means the 
time when the device to be administered is started (power ON) 
or when the specified operation is started. "Time interval 
meeting the specified conditions" signifies the time when the 
image formation count has reached a preset count or the 
preset error information in detected error information has 
been detected. In the embodiment described below, the host 
computer 21 or image forming apparatus 11 accesses the 
relaying server 31 at specified time intervals. According to 
the present embodiment, the host computer 21 makes an access 
every 10 minutes and the image forming apparatus 11 every 15 
minutes. Namely, the time between regular access of the 
image processor 11 to the relaying server 31 and the next 
regular access is longer than the time between a regular 
access of the host computer 21 to the relaying server 31 and 
the next regular access. If access interval of the host 
computer 21 is shorter that of the image forming apparatus 
11, quick information can be obtained when there is emergency 
information from the side of the image forming apparatus 11, 
for example. This is advantageous. The access interval of 
the image forming apparatus 11 can be changed, for example, 



from the operation unit of the image forming apparatus 11, 
the personal computer connected to the user network or the 
host computer. 

The following describes the exchange of data between 
the image forming .apparatus 11 and host computer 21 more 
specifically. Fig. 2 is a ladder diagram representing 
exchange of data between image forming apparatus 11 and host 
computer 21. It shows the case when inherent data is 
obtained from the image forming apparatus 11. Fig. 3 is a 
drawing representing an example of inherent data. Fig. 9 is 
a drawing showing an example of the job list stored in the 
relaying storage displayed on the display unit on the side of 
the host computer 21. (Details will be discussed later). 

The image forming apparatus 11 makes a regular access 
to the relaying server 31, and monitors the command (the 
first transmitted information and job information) written in 
the relaying storage. The host computer 21 makes a regular 
access to the relaying server 31 to update the information 
indicated on the display unit. 

In Step S101 shown in Fig. 2, command data (first 
transmitted information, job information and transmitted 
command information) representing the intention of obtaining 
inherent data from the image forming apparatus 11 (namely, 
reception of the inherent data) is sent from the host 
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computer 21 to the relaying server 31 by the operation of the 
service personnel . Such command data contains the ID 
information of the image forming apparatus 11 as an object 
device and the time of day for implementation (time when the 
inherent data is sent to the relaying server 31 by the image 
forming apparatus 11) as required. 

In Step S102, the relaying server 31 stores the 
received command data in the specific area of the relaying 
storage. Then in Step S103, confirmation is made to check if 
received command data is normal or not. If such command data 
is not correct, it is deleted in Step S104. In the meantime, 
if the command data is normal, the command data of the 
inherent data is written into the job list by the relaying 
server 31 in Step S105, and is stored in the inherent folder 
corresponding to the serial number inherent to the image 
forming apparatus 11 (Object device ID information). The 
result is converted into the format such as HTML, XML and 
FTP, and the system waits for access from the image forming 
apparatus 11 and host computer 21. At the time of the next 
access, the host computer 21 reads out the data from the 
relaying server 31 and displays waiting for data acquisition 
or command data error in its own display unit 21a (Fig. 1} 
(Step S117) . 
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Namely, the relaying server 31 changes the information 
indicated on the display unit 21a of the host computer 21, 
depending on whether the first transmitted information is 
obtained or not by the image forming apparatus 11, and 
whether the image forming apparatus 11 performs the specified 
operation based on the first transmitted information or not. 
The host computer 21 makes a regular access to the relaying 
server 31 at a specified time interval to get information to 
be indicated on the display unit 21a of the host computer 21, 
and the information is indicated on the display unit 21a, 
thereby making it possible to administer the status of the 
image forming apparatus 11. An example of indication on the 
display unit 21a will be described later with reference to 
Fig. 9. 

After that, the image forming apparatus 11 accesses the 
relaying server 31 and checks the inherent folder 
corresponding to the inherent serial number (Object device ID 
information) in the job list. When it has found out command 
data to itself, it gets the command data and determines if 
the time (time for implementation) has elapsed or not (Step 
S108) . If it is determined that the specified time has not 
yet elapsed, the image forming apparatus 11 terminates 
processing and resumes periodic access to the relaying server 
31 (Step S109) . 



18 



4711 



By contrast, if it is determined that the specified 
time has elapsed, the image forming apparatus 11 suspends a 
regular access of the relaying server 31 (Step S110) , and 
focuses on execution of the obtained command. To put it more 
specifically, the image forming apparatus 11 converts its own 
inherent data into a specified format of the protocol which 
can pass through the user's firewall server such as HTML, XML 
and FTP in Step Sill, and sends the result to the relaying 
server 31 as the second transmitted information (device data 
information) . 

In the meantime, the relaying server 31 receives the 
inherent data transmitted from the image forming apparatus 11 
(Step S112) , and determines in the following Step S113 if the 
data is correctly sent or not. The result is written into 
the relaying storage. After transmitting inherent data, the 
image forming apparatus 11 accesses the relaying server 31 
subsequent to the lapse of a specified time, and checks the 
result of data transmission. If the result of transmitting 
the received data is incorrect in Step S114, the image 
forming apparatus 11 goes back to Step Sill again to send the 
data again. If the result of data transmission is 
inadequate, transmission of the inherent data based on the 
command data terminates in Step S115, and a regular access of 
the relaying server 31 restarts. 
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When transmission has terminated (including the case 
when the data transmission is not possible in the final 
stage, for example, when data transmission is repeated 
several times, the preset number of times has been exceeded, 
or the preset time has been exceeded) , a report on the 
termination of data transmission (a report notifying the 
termination of the specified operation; OK if data can be 
transmitted and NG if it cannot) is sent from the image 
forming apparatus 11 to the relaying server 31. The relaying 
server 31 writes the data on correct termination or the data 
on the failure of data transmission in the specified area 
according to the report on the completion of data 
transmission sent from the image forming apparatus 11 (Step 
S116 with reference to Fig. 9) . In the case of correct 
termination, the inherent data of the transmitted image 
forming apparatus 11 is stored in the specified area of the 
relaying storage so that it can be loaded from the host 
computer 21. If communications by mail have been set, report 
can be immediately sent to the host computer 21. This is 
preferred because earlier reporting to the host computer 21 
is ensured (further, if multiple addresses are set, 
simultaneous transmission is possible by multiple host 
computers 21 and service persons) . However, when the host 
computer 21 accesses the relaying server 31 next time, the 



display unit 21a of the host computer 21 will indicate 
whether transmission of the image forming apparatus 11 based 
on the command data has correctly terminated or not (Step 
S118) . Further, if correct termination has been made, the 
inherent data of the image forming apparatus 11 stored in the 
relaying storage can be read out, displayed on the display 
unit or downloaded. 

The following describes the case of updating the 
inherent data of the image forming apparatus 11; Fig. 4 is a 
ladder diagram representing exchange of data between image 
forming apparatus 11 and host computer 21. It shows the case 
of updating inherent data on the side of the image forming 
apparatus 11 . 

In Step S2 01 shown in Fig. 4, the host computer 21 
enters the inherent data (updated data) to be rewritten in 
response to the operation of the service person, for example. 
Then the entered inherent data and updated command data 
(first transmitted information, job information and updated 
information) are sent to the relaying server 311 in Step 
S202. Such command data contains the Object device ID 
information of the image forming apparatus 11 and time for 
implementation (time when the inherent data memorized in the 
storage to be administered is rewritten into the inherent 
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data to be rewritten, by the image forming apparatus 11) , as 
required. 

In Step S2 03, the relaying server 31 stores the 
received inherent data and updated command data in the 
specific range of the relaying storage. Then in Step 32 04, 
it checks if received inherent data and updated command data 
are correct or not. If such an inherent data and updated 
command data are not correct, they are deleted in Step S205. 
In the meantime, if the inherent data and updated command 
data are correct, the relaying server 31 writes the inherent 
data update command into the job list in Step S206, and 
stores it in the inherent folder corresponding to the serial 
number (Object device ID information) inherent to the image 
forming apparatus 11. The result is converted into the 
specified format such as HTML, XML and FTP, 
and said system waits for the access by the image forming 
apparatus 11 and host computer 21. At the time of the next 
access, the host computer 21 reads the data from the relaying 
server 31 and evaluates the result of data transmission (Step 
S222) . In the case of transmission failure, indication to 
that effect is given on its own display unit 21a (Fig. 1), 
and the system goes back to the Step S2 01 to send the data 
again. If transmission is correct, the host computer 21 



22 



4711 



gives display of "Updating in progress" or the like (Step 
S224) . 

Then the image forming apparatus 11 accesses the 
relaying server 31 and checks the inherent folder 
corresponding to the inherent serial number (Object device ID 
information) in the job list. Further, if it finds out a 
command data to itself, it gets that command data. If it 
finds out a update command data at the time of checking, it 
gets that data. The image forming apparatus 11 determines if 
the specified time (time for implementation) has elapses or 
not (Step S209) . If it determines that the specified time 
has not yet elapsed, the image forming apparatus 11 
terminates processing and resumes regular access to the 
relaying server 31 (Step S210) . 

By contrast, if it is determined that the specified 
time has elapsed, the image forming apparatus 11 suspends a 
regular access of the relaying server 31 (Step S211) , and 
focuses on execution of the obtained command. To put it more 
specifically, the image forming apparatus 11 converts its own 
inherent data (all the inherent data may be sent, but part of 
the data, namely, only the inherent data to be updated can 
also be sent) into a specified format of the protocol such as 
HTML, XML and FTP in Step Sill, and sends the result to the 
relaying server 31. 
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In the meantime, the relaying server 31 receives the 
inherent data transmitted from the image forming apparatus 
11, and rewrites it according to the inherent data sent from 
the host computer 21 (Step S213) . The rewritten inherent 
data are converted into the specified format such as HTML, 
XML and FTP and are stored in the relaying server 31. The 
result of evaluating whether transmission of data from the 
image forming apparatus 11 is correct or not is sent from the 
relaying server 31 to the image forming apparatus 11. So in 
Step S214, the image forming apparatus 11 goes back to Step 
S212 again if the result of data transmission is evaluated as 
faulty, and sends the data again. If the result of data 
transmission is correct, the image forming apparatus 11 
accesses the relaying server 31 in Step S215 to obtain the 
rewritten inherent data, and updates the inherent data in the 
ensuring Step S216. In Step S217, it is determined whether 
the result of data transmission is correct or not. In Step 
S218, the result of updating is reported to the relaying 
server 31, and updating procedure terminates in Step S220. 
Then regular access to the relaying server 31 starts. 

When updating procedure has terminated (including the 
case when final updating is not possible, for example, when 
updating is repeated several times, the preset number of 
times has been exceeded, or the preset time has been 



exceeded) , a report on the termination of data updating (a 
report notifying the completion of the specified operation; 
OK if data can be updated and NG if it cannot) is sent from 
the image forming apparatus 11 to the relaying server 31. In 
the relaying server 31, whether updating has terminated 
correctly or not is written in the specified area, in 
response to the data transmission termination report sent 
from the image forming apparatus 11 (Step S219, Fig. 9) 
This information is stored in the specified area of the 
relaying storage so that it can be downloaded from the host 
computer 21. If communications by mail have been set, quick 
communication with the host computer 21 can be achieved, 
making it possible to send the report earlier to the host 
computer 21 (further, simultaneous transmission to multiple 
destinations such as the host computer 21 and service person 
can be achieved by setting of multiple addresses) ; this is 
preferred. However, when the host computer 21 makes access 
to the relaying server 31 next time, the display unit 21a of 
the host computer 21 indicates whether updating the inherent 
data of the image forming apparatus 11 based on the updated 
command data has terminated correctly or not (Step S22 5) . 
This is shown on the display unit of the host computer 21. 

As described above, according to such an embodiment, a 
service person can read out the inherent data of the image 



forming apparatus 11 of the user while he stays in the 
service company. If required, he can rewrite it. This 
signifies a substantial reduction in the labor and cost. In 
the present example, rewriting (updating) of inherent data is 
performed by the relaying server, but the inherent data may 
be rewritten by the image forming apparatus 11, similarly to 
rewriting of the program to be described later. 

The following describes data transmission when a 
trouble has occurred to the image forming apparatus 11. Fig. 
5 is a ladder diagram representing exchange of data between 
image forming apparatus 11 and host computer 21. It shows 
that a trouble has occurred on the image forming apparatus 
11. In the embodiment discussed below, the details of the 
trouble are verified, and a regular access to the relaying 
server 31 is suspended if it is serious. The regular access 
may be suspended immediately when the occurrence of a trouble 
is detected. 

In Step S3 01 of Fig. 5, when the image forming 
apparatus 11 has detected occurrence of some trouble through 
a detecting means, the back panel (not illustrated) displays 
that a trouble has occurred, in Step S302. It suspends the 
execution if during image formation. Furthermore, the image 
forming apparatus 11 executes self -diagnostic program by the 
decision-making means in Step S3 03 to determine if the 



trouble having occurred is a temporary trouble such as such 
as paper jamming or a serious trouble due to motor failure, 
etc. If the trouble is determined to be temporary, the image 
forming apparatus 11 works in response to the operation of 
removing the jammed paper and recovers the operation, without 
reporting to the outside, in Step S304. 

If the trouble is determined as serious, the image 
forming apparatus 11 suspends a regular access to the 
relaying server 31 in Step S305. Obtaining information on 
the trouble in Step S3 06, it sends it to the relaying server 
31. In this case, the image forming apparatus 11 sends 
target device ID information as well. In Step S3 07, the 
relaying server 31 stores the received information on the 
details of the trouble in the specified area. A specified 
period of time after having sent the information on the 
details of the trouble, the image forming apparatus 11 
accesses the relaying server 31 and verifies the result of 
data transmission . 

If the image forming apparatus 11 determines that the 
result of transmission is faulty in Step S308, it goes back 
to Step S306, and send the data again. If the result of data 
transmission is correct, the image forming apparatus 11 
reports termination of processing in Step S309, and accesses 
the relaying server 31 notifies that a trouble has occurred. 



The order of Steps S3 06 and S3 0 9 may be reversed. 
Transmission of data in Step S3 0 6 may be performed 
simultaneously with the operation in Step S309. Information 
that a trouble has occurred (Step S309) and information on 
the details of the trouble (Step S3 06) belong to the second 
transmitted information, which is emergency information. 
These pieces of information are sent in a specified format 
such as HTML, XML or FTP . After that, the image forming 
apparatus 11 resumes a regular access of the relaying server 
31 in Step S3 11, and uses the relaying server 31 to monitor 
whether or not there is a new command issued from the host 
computer 21. 

If setting is made to allow report by mail, the 
relaying server 31 having received a report can send 
information to the host computer 21 in the earlier phase by 
establishing an immediate communication with the host 
computer 21 (further, simultaneous transmission to multiple 
destinations such as the host computer 21 and service person 
can be achieved by setting multiple addresses) ; this is 
preferred. However, when the host computer 21 makes access 
to the relaying server 31 next time, information on the 
trouble having occurred to the image forming apparatus 11 and 
the details of the trouble will be read out, and emergency 
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notice will appear on the display unit of the host computer 
21 (Step S312) . 

As described above, according to the present 
embodiment, when a trouble has occurred to the image forming 
apparatus 11, the details of the trouble are specifically 
reported to the service company, so that the service person 
can take immediate actions to solve the problem. 

The following describes the case of updating the 
program stored in the image forming apparatus 11: Fig. 6 is a 
ladder diagram representing exchange of data between image 
forming apparatus 11 and host computer 21. It shows the case 
of updating the program on the image forming apparatus 11. 

In Step S401 of Fig. 6, in response to the operation of 
the service person for example, the host computer 21 enters 
the program to be rewritten (updating program, called ISW 
data) . Then the entered ISW data and update command data 
(the first transmitted information, job information and 
updating information) are sent to the relaying server 31 
(Step S407) . The target device ID information of the image 
forming apparatus 11 and time for execution (time of day when 
the image forming apparatus 11 rewrites the program kept in 
the storage under administration into ISW data) are included 
in this update command data, as required. 



In Step S4 02, the relaying server 31 stores the 
received ISW data and update command data in the specified 
area of the relaying storage. Then in Step S403, it checks 
if the received ISW data and update command data are correct 
or not. If said ISW data and update command data are not 
correct, they are deleted in Step S404. If said ISW data and 
update command data are correct, the relaying server 31 
writes the ISW data updating command in the job list in Step 
S405 7 and stores it into the inherent folder corresponding to 
the serial number inherent to the image forming apparatus 11 
(ID information of the target device) . The result is 
converted into the specified format such as HTML, XML and FTP 
and the system waits for access by the image forming 
apparatus 11 and the host computer 21 (Step S4 06) . The host 
computer 21 reads out the data from the relaying server 31 in 
the next access and evaluates the result of data transmission 
(Step S408) . If transmission is faulty, indication to that 
effect is given on its own display unit 21a (Fig. 1), and the 
system goes back to the Step S4 01 to send the data again. If 
transmission is correct, the host computer 21 gives display 
of "Updating in progress" or the like (Step S410) . 

After that, the image forming apparatus 11 accesses the 
relaying server 31 and checks the inherent folder 
corresponding to the inherent serial number (Object de-vice ID 



information) in the job list. If it finds out a command data 
to itself, it gets that command data. The image forming 
apparatus 11 checks if the specified time (time of day for 
implementation has elapsed or not (Step S412) . If it has 
determined that the specified time has not yet elapsed, the 
image forming apparatus 11 terminates processing and resumes 
regular access to the relaying server 31 (Step S413) . 

If it has determined that the specified time has 
elapsed, the image forming apparatus 11 suspends regular 
access to the relaying server 31 (Step S414) , and focuses on 
execution of the obtained command. To put it more 
specifically, the image forming apparatus 11 accesses the 
relaying server 31 in Step S415 and downloads the stored ISW 
data . 

Further, if the image forming apparatus 11 determines 
that the result of ISW data transmission is incorrect in Step 
S416, it goes back to Step S415 and performs downloading 
again. 

When the downloading information has been completed 
(including the case when final downloading is not possible, 
for example, when downloading is repeated several times, the 
preset number of times has been exceeded, or the preset time 
has been exceeded) , the report on the result of ISW data 
acquisition (notification on the termination of a specified 
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operation) is sent from the image forming apparatus 11 to the 
relaying server 31 (Step S417) . In response to the report on 
the result of data transmission sent from the image forming 
apparatus 11, the relaying server 31 writes in a specified 
area the result of updating in the image forming apparatus 11 
(Step S418) . When the host computer 21 makes access to the 
relaying server 31 next time, the result of updating in the 
image forming apparatus 11 will be read out, and will be 
indicated the display unit of the host computer 21 (Step 
S419) . 

On the other hand, the image forming apparatus 1 
resumes regular access to the relaying server 31 after 
reporting the result of data transmission. At the same time, 
when the time of day specified has been reached in Step S420, 
the ISW data is written in Step S421 and the program is 
updated. Here the system waits for the specified time of 
day. This is because ISW data is written in the time zone 
when the image forming apparatus 11 is least likely to be 
operated, for example, at midnight and in the early morning, 
thereby ensuring that there is no interference with user's 
operation time. 

After that, the image forming apparatus 11 checks in 
Step S422 to determine if writing has been performed 
correctly or not. If writing is determined not to have been 
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performed correctly, the system goes back to Step S421, and 
writing is performed again. If writing is determined to have 
been performed correctly, the image forming apparatus 11 
reports the result of rewriting to the relaying server 31 in 
Step S423. 

When writing of the ISW data has terminated (including 
the case when writing is not possible in the final stage, for 
example, when writing is repeated several times, the preset 
number of times has been exceeded, or the preset time has 
been exceeded) , a report on the result of writing 
(notification of the termination of ISW rewriting) is sent 
from the image forming apparatus 11 to the relaying server 3. 
In response to the report on the result of writing sent from 
the image forming apparatus 11, the relaying server 31 writes 
in a specified area the result of updating in the image 
forming apparatus 11 (step S424) . If setting is made to 
allow report by mail in this case, it is possible to 
establish an immediate communication with the host computer 
21, and to send the information to the host computer 21 in 
the early phase (further, simultaneous transmission to 
multiple destinations such as the host computer 21 and 
service person can be achieved by setting multiple 
addresses); this is preferred. However, when the host 
computer 21 makes access to the relaying server 31 next time, 
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the updated results of the image forming apparatus 11 will be 
read out, and will appear on the display unit of the host 
computer 21 (Step S425) . 

The above description has been made in three parts; 
transmission of inherent data (Fig. 2), rewriting of inherent 
data (Fig. 4) and rewriting of ISW data (Fig. 6) . when 
viewed from the image forming apparatus 11, it accesses the 
relaying server 31 at specified time intervals, and 
determines if the job information as the first transmitted 
information to itself (inherent data transmission command, 
inherent data rewriting command and ISW data rewriting 
command) is present or not. If it is present, operations in 
conformity to the above-mentioned Figs. 2, 4 and 6 are 
performed in response to the details of that job information 
(the operations are changed) . If there is only one server, 
the entire administration system may become faulty, for 
example, when the communications line is busy for example, or 
a trouble has occurred. Such problems are solved in the 
following embodiment : 

Fig. 7 is a drawing illustrating another example of an 
administration system including the hierarchically 
constituted server group, wherein a proxy server is not 
illustrated. In Fig. 7, a parent relaying server 31 is 
connected to child relaying servers 131 and 231, which are 



linked to multiple image forming apparatuses 11. The host 
computer 21 is connected to the relaying server 31 and child 
relaying servers 131 and 231. The parent relaying server 31 
as a relaying server and child relaying servers 131 and 231 
each are equipped with a relaying storage. 

According to the present embodiment, when data is sent 
from the image forming apparatus 11 to the host computer 21, 
image forming apparatus 11 accesses child relaying servers 
131 and 231 to exchange data. Child relaying servers 131 and 
231 access the parent relaying server 131 to exchange data. 
The host computer 21 can access the parent relaying server to 
download the data. This procedure can be reversed to send 
data from the host computer to the image forming apparatus 
11. 

According to the present embodiment, provision of 
multiple relaying servers prevents access from the image 
forming apparatus 11 from being concentrated on the parent 
relaying server 31. This eliminates the possibility of the 
line being busy. Furthermore, even when the child relaying 
server 231 gets faulty, for example, child relaying server 
131 or parent relaying server 31 play their role in their 
stead, thereby eliminating the possibility of the entire 
administration system becoming faulty. It goes without 
saying that the hierarchical structure of the server is not 



restricted to two stage; three or more stages are also 
acceptable. Furthermore, installation of multiple parent 
relaying servers is also possible. In such a case, setting 
is prearranged so that the child relaying server will access 
the preset specific (the first) parent relaying server out of 
multiple parent relaying servers. When access to the first 
parent relaying server it disabled, the possibility of 
partial failure of the system can be eliminated by allowing 
access to the second parent relaying server different from 
the first parent relaying server. 

In such a case, the image forming apparatus 11 accesses 
a preset child relaying server (131 or 231) out of multiple 
relaying servers 131, 131 and 231. At the same time, if 
access to the child relaying server (131 or 231) is disabled, 
access to the parent relaying server 31 different from the 
child relaying server (131 or 231) is preferred. To access 
the preset child relaying server "131 or 231, the inherent IP 
address of the child relaying server 131 or 231 to be 
accessed can be stored in the image forming apparatus 11. It 
is also possible to store it in the Table created to identify 
IP addresses of the corresponding child relaying servers 131 
and 231 according to the child server ID information. 

Child relaying servers 131 and 231 are provided with 
child relaying storages to store information, and the parent 
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relaying server 31 has a parent relaying storage to memorize 
information. The image forming apparatus 11 accesses the 
child relaying server 131 (or 231) via the Internet N, and 
gets the information retained in the child relaying storage, 
or sends the second transmitted information to the child 
relaying server 131 (or 231) . The host computer 21 access 
the parent relaying server 31 via the Internet N to get the 
information retained in the parent relaying storage or to 
send the first transmitted information to the parent relaying 
server 31. The first transmitted information sent from the 
host computer 21 is sent from the parent relaying server 31 
to the child relaying server 131 (or 231), and is stored in 
the child relaying storage of the child relaying server 131 
(or 231) . Alternat ively, the second transmitted information 
sent from the host computer 21 is sent from the child 
relaying server 131 (or 231) to the parent relaying server 
31, and is stored in the parent relaying storage of the 
parent relaying server 31. 

In the same manner as above, the child relaying server 
131 (or 231) accesses (regularly accesses) the parent 
relaying server 31 at one or more of the following time 
intervals; at specified time intervals, at a specified time 
and at a specified timing. It gets the first transmitted 
information stored in the parent relaying server 31 at the 



time of regular access, and sends the second transmitted 
information received according to the contents to the parent 
relaying server at the time of the next regular access. 

If the first transmitted information includes the 
target device ID information to identify the image forming 
apparatus 11 at the destination of transmission (serial 
number in this case) or the child server ID information to 
identify the child relaying server 131 (or 231} (serial 
number in this case), then the child relaying server 131 (or 
231) accesses the parent relaying server 31. Based on the 
target device ID information of the image forming apparatus 
11 which accesses the child relaying server 131 (or 231) or 
the child server ID information to identify itself, it 
determines whether or not it should get the first transmitted 
information stored in the parent relaying storage. If 
decision has been made to get it, then it can get the first 
transmitted information stored in the child relaying storage. 

In the meantime, if said first transmitted information 
is the transmission command information for the image forming 
apparatus 11 to send the second transmitted information, then 
the image forming apparatus 11 sends the second transmitted 
information to the child relaying server 131 (or 231) , based 
on transmission command information obtained via child 
relaying server 131 (or 231) . The child relaying server 131 
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(or 231) can send the second transmitted to the parent 
relaying server 31 the information obtained from the image 
forming apparatus 11. 

Furthermore, updating relaying information used to 
rewrite the relaying program for control of the child 
relaying server 131 {or 231) into the updating relaying 
program can be transmitted from the host computer 21 to the 
parent relaying server 31. In this case, the child relaying 
server 131 (or 231) accesses the parent relaying server 31 to 
get the updating relaying information, and can rewrite the 
relaying program stored in the child relaying server 131 (or 
231) into the updating relaying program, based on the 
obtained updating relaying information. The functions of the 
child relaying server 131 (or 231) can be improved by such an 
updating relaying program. 

Especially when there are multiple image forming 
apparatuses 11 which access the child relaying server 131 (or 
231), the child relaying server 131 (or 231) integrates 
multiple second transmitted information sent from the image 
forming apparatus 11 into the second transmitted information, 
which can be sent to the parent relaying server 31. 
Integration under this context signifies arrangement in the 
order of transmission, or arrangement in conformity to each 
image forming apparatus, but is to restricted thereto. 
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Furthermore, there are multiple child relaying servers 
131 and 231. The forming apparatus 11 accesses the preset 
first child relaying server 131 out of multiple child 
relaying servers 131 and 231. At the same time, if access to 
the first child relaying server 131 is disabled, it accesses 
the child relaying server 231 or parent relaying server 31 
different from the first child relaying server 131, thereby 
■*3 ensuring information to be sent. 

;«8 Furthermore, the parent relaying server 31 is capable 

^ of integrating multiple pieces of transmitted information 

:> - s sent from the multiple child relaying servers 131 and 231 

a 

|j*f into the second transmitted information. 

jS « More than one parent relaying server 31 may be 

^ provided. In this case, child relaying servers 131 and 231 

access the preset first parent relaying server out of 
multiple parent relaying servers 31. At the same time, if 
access to said first parent relaying server is disabled, it 
is capable of accessing the parent relaying server different 
from said first parent relaying server. The following 
provides a specified description of the administration 
systems equipped with multiple relaying servers. 

Fig. 8 is a ladder diagram representing exchange of 
data between image forming apparatus 11 and host computer 21 
through the parent/child servers. It shows the case of 



changing the program on the side of the image forming 
apparatus 11. The child relaying server 131 makes a regular 
access to the parent relaying server 31 to monitor the job 
list. The image forming apparatus 11 makes a regular access 
to the child relaying server 131 to monitor the job list. In 
the embodiment discussed below, when the host computer 21 is 
used as an administration system, the equipment to be 
administered is used as an image forming apparatus 11. It 
can also be used as a child relaying server 131. This means 
that the control program can be changed based on the child 
server ID information to identify the child relaying server 
131, similarly to the cases of other embodiments. The 
following describes the rewriting of ISW data as an example. 
It goes without saying that this applies to the transmission 
of inherent data (Fig. 2), rewriting of inherent data (Fig. 
4) and emergency report (Fig. 5), as described above. 

In Step S501 of Fig. 8, in response to the operation of 
the service person for example, the host computer 21 enters 
the program to be rewritten (updating program, called ISW 
data) . Then the entered ISW data -and update command data are 
sent to the relaying server 31 (Step S501) . Such an update 
command data includes the target device ID information of the 
relevant image forming apparatus 11, the child server ID 
information of the relevant child relaying server 131 



(information to identify the child relaying server) and time 
for execution, as required. 

In Step S502, the parent relaying server 31 stores the 
received ISW data and update command data in the specific 
area* Then in Step S5 03, the rewrite command for the image 
forming apparatus 11 having passed through the child relaying 
server 131 is added to the job list. The system waits to be 
accessed by the child relaying server 131 and host computer 
21 (Step S503) . The host computer 21 reads data from the 
parent relaying server 31 in the next access, evaluate the 
result of data transmission, and gives displays to show that 
updating is currently in progress (Step S504) . 

After that, the child relaying server 131 accesses the 
parent relaying server 31 and checks the job list. If it 
finds that update command data is present (from the target 
device ID information of the image forming apparatus 11 be 
accessed for the child relaying server 131 and the ID 
information of its own child server) , said server gets that 
command (in Step 521) . Furthermore, the child relaying 
server 131 checks the received ISW data and update command 
data, and reports the results of transmission to the parent 
relaying server 31 (Step S505) . After that, such data is 
stored in the specified area, and the rewrite command for the 
image forming apparatus 11 is added to the job list. Then 



said server waits to be accessed by the image forming 
apparatus 11 (Step S507) . 

In response to the result of transmission from the 
child relaying server 131, the parent relaying server 31 
converts it into a specified format such as HTML, XML and 
FTP 7 and waits to be accessed by the host computer 21. The 
host computer 21 reads the data from the parent relaying 
server 31 at the time of subsequent access, and gets the 
result of data transmission. Then it displays to show the 
data has been send to the child relaying server 131, for 
example (Step S508) . 

In the meantime, the image forming apparatus 11 having 
accessed the child relaying server 131 checks the job list. 
*f it finds out that the update command data is present, it 
obtains that data and suspends monitoring of the child server 
31 (Step S509) . Furthermore, the image forming apparatus 11 
checks the received ISW data and update command data, and 
reports the result of transmission to the child relaying 
server 131 (Step S510) . 

The result of such transmission is sent through the 
child relaying server 131 and parent relaying server 31 
(Steps S511 and S512) and is read by the host computer 21. 
Then display is given to show that the data has been sent to 
the image forming apparatus 11, for example (Step S513) . 
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After waiting until the specified time in Step S514, 
the image forming apparatus 11 writes the ISW data and 
updates the program. Then the image forming apparatus 11 
determines whether writing is correctly performed or not in 
Step S515. If it determines that writing is not correct, it 
goes back to the Step S514 to perform writing again. If 
writing is correct, the image forming apparatus 11 reports 
the result of writing to the child relaying server 131 in 
Step S516. Then in Step S520, the image forming apparatus 11 
completes processing of writing, and restarts to monitor the 
child relaying server 131. 

ISW data writing may be disabled in the final phase in 
some cases. The result of writing including such cases is 
sent from the image forming apparatus 11 is sent to the host 
computer 21 through the child relaying server 131 and parent 
relaying server 31 (Steps S517 and S518) , and is read by said 
host computer 21. Then said result is indicated on the 
display unit of the host computer 21 (Step S519) . 

When updating the program and data stored in the child 
relaying servers 131 and 231, child relaying servers 131 and 
231 can get the update program or update data from the host 
computer 21 in the same manner, thereby permitting the 
program or data to be updated* 
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In Fig. 1, the host computer 21 accesses the relaying 
server 31, and sends the first transmitted information 
including the job information of causing the image forming 
apparatus 11 to execute a specified operation and the target 
device ID information (serial number in this case) to 
identify the image forming apparatus 11 at the destination. 
The relaying server 31 stores the first transmitted 
information sent later in the relaying storage of the 
relaying server 31. The image forming apparatus 11 
determines whether it should obtain the first transmitted 
information or not, according to the target device ID 
information of the first transmitted information stored in 
the relaying storage, when making a regular access to the 
relaying server 131 at one or more of the following time 
intervals; at specified time intervals, at a specified time, 
at a specified timing and at a time interval meeting the 
specified conditions. If it has determined that it should 
get it, it obtains the first transmitted information from the 
relaying server 31. Based on the job information in the 
first transmitted information, a specified operation is 
performed. It sends to the relaying server 31 the 
termination report showing that the specified operation has 
terminated. Depending on whether the image forming apparatus 
11 has obtained the first transmitted information or not, and 
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whether the image forming apparatus 11 has performed the 
specified operation or not according to the first transmitted 
information, the relaying server 31 updates the information 
indicated on the display unit of the host computer 21. The 
host computer 21 makes a regular access to the relaying 
server 31 at one or more of the following time intervals; at 
specified time intervals, at a specified time, at a specified 
timing and at a time interval meeting the specified 
conditions. Then said host computer 21 gets the information 
to be indicated on its own display unit, and indicates it 
there. In this manner, the status of of the image forming 
apparatus 11 is administered. For example, when the host 
computer 21 is installed in a service company at a 
considerable distance from the image forming apparatus 11, 
the state of the image forming apparatus 11 is regularly 
indicated on the display unit through the Internet N . This 
allows the service personnel to provide adequate 
administration of the image forming apparatus 11 without 
leaving his company. 

Fig. 9 is a drawing showing an example of the job list 
indicated on the display unit of the host computer 21. The 
following defines the items given in the job list: 
Serial No. : Serial number of the image forming apparatus 11 
(determined uniquely) 
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Installed at: Where the image forming apparatus 11 is 
installed 

Command: Job commands such as GETDATA (get data) , UPDATE 
(update) 

Data type: Type of the data to be obtained or updated by the 
command (such as KRDS (update) data and ISW data (update 
program) ) 

Administration server: IP address and domain name of the 
relaying server 31 managing the jobs (parent relaying server 
when relaying servers are laid out in hierarchical structure) 
Command host: ID information of the host computer 21 issuing 
the job command (unique host ID information (serial number) ) 
Command time: Command execution time (when the image forming 
apparatus 11 starts getting the update data in the case of 
updating the data) 

Execution time: Time when image forming apparatus 11 starts 
updating in the case of updating 

Processing status: Transactions between the image forming 
apparatus 11 and relaying server 31 are displayed to show the 
status of the host. The following describes specific 
examples : 

"Waiting": Waits for access by the copier or for command 
time 
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"Getting data": Image forming apparatus 11 waiting for data 
updating execution time (wherein data are already obtained) 
"Correct termination": Correct termination of data processing 
(display turned off after the lapse of a specified time) 
"Termination error" : Data processing error (without display 
being turned off) 

The service person gets an accurate picture of the 
status of multiple image forming apparatuses 11 by regularly 
observing the display screen given in Fig. 9. 

The job list is managed as follows: A folder is created 
in the hard disk of the host computer 21 or relaying server 
31 for each serial number of each image forming apparatus 11, 
and a required job list can be picked up by searching inside 
the folder corresponding to the seal number of the image 
forming apparatus 11 whose status is to be clarified. 
Furthermore, the image forming apparatus 11 search the 
inherent folder of the job list from its own inherent serial 
numbers. The job lists where the execution of the job has 
terminated can be automatically deleted and corrected. 

The above description has been made with reference to 
the embodiments of the present invention. The interpretation 
of the present invention should not be restricted to said 
embodiments alone. It goes without saying that they can be 
modified and improved. 
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The present invention provides an administration system 
and administration method which ensure an accurate grip of 
the status of the equipment to be administered, using the 
network such as the Internet, independently of the presence 
or absence of firewall server. 



